OSS Health Website Privacy Policy
Effective Date: January 1, 2026
[bookmark: _Hlk153967987]OSS Orthopaedic Hospital, LLC, d/b/a OSS Health Physicians, d/b/a OSS Health (“OSS Health,” “we,” or “us”) respects your privacy and is committed to protecting it through compliance with this Privacy Policy.  This Privacy Policy describes how OSS Health collects personal information about you when you visit our website at https://osshealth.com/ (the “Website”), our patient portal accessible from and through the Website (the “Patient Portal”), and any mobile applications we may offer (collectively, the “Services”). This Privacy Policy also describes why, when, and with whom we may share that personal information.
For more information on OSS Health’s collection, use, handling, and disclosure of protected health information and medical records as a healthcare provider, see our Notice of Privacy Practices.
This Privacy Policy only applies to the personal information that we collect or that you or a third party provide to us:
· When you visit or access our Services.
· In email, text, and other electronic messages between you and our Services.
· When you interact with our advertising and applications on third-party websites and services, if those applications or advertising include links to this Privacy Policy.
This Privacy Policy does not apply to information or content that you provide to third parties or on third-party websites (such as healthgrades.com), even if that content is shown on or accessible from our Services.
Please read this Privacy Policy carefully to understand our policies and practices regarding your personal information and how we will treat it.  The use of the OSS Health Services is also governed by the Terms and Conditions of Use.  By accessing or using our Services, you agree to be bound by the terms of our Privacy Policy and the Terms and Conditions of Use.  If you do not agree to the terms of our Privacy Policy and the Terms and Conditions of Use, please do not use the Services.  Please check back to this policy frequently because we may modify it at any time.  Your continued use of the Services after we make changes is deemed to be acceptance of those changes, so please check the Privacy Policy periodically for updates.
What Information We Collect
When you use our Services, we collect and store information from or about you, including information that is linked to or can reasonably be linked to you (“personal information”), and the device you have used to access the Services.  This includes but is not necessarily limited to the following:
Information you provide to us:  We collect and store Information that you provide directly to us on or through the Services. For example, we collect Information about you when you:
· Fill out a form
· Pay a bill
· Sign up for emails
· Respond to or complete a survey
· Schedule or request an appointment
· Conduct a search
· Request support, chat, or otherwise communicate with us electronically.
We may collect the following kinds of information from you, and we may use this information to contact you or combine that information with other information we have about you or your device:
· Personal Information, including your account information, such as your name, email address, password, postal address, billing address, phone number(s), age, date of birth, and any other information you provide.
· Transaction Information, such as your health insurance information and limited payment information from you, such as payment method and payment card information.
· Information about others, such as the names and the contact information of your providers, your representatives, your emergency contacts, and any dependents in your care.
· Health Information, such as your past and present medical condition, medication information, and treatment history.
· Other Information you choose to provide, such as information you provide to conduct a search; fill out a form; request an appointment; participate in a survey, assessment, contest, or promotion; use other interactive areas of the Services such as chat or other communication features; have live audio and video visits or interactions; or request technical or customer support.
Information we collect automatically:   As you navigate through and interact with our Services, we may use automatic data collection technologies to collect certain information about your equipment, browsing actions, and patterns, including:
· Details of your visits to our Services, including traffic data, approximate location data, logs, and other communication data and the resources that you access and use on the Services.
· Information about your computer and internet connection, including your IP address, operating system, and browser type.
The information we collect automatically may include both statistical information and personal information, or we may maintain it or associate statistical information with personal information we collect in other ways. It helps us to improve our Services and to deliver a better and more personalized experience, including by enabling us to:	Comment by Wolgemuth, Christian: IP Address can be personal information.
· Estimate our audience size and usage patterns.
· Store information about your preferences, allowing us to customize our Services according to your individual interests.
· Speed up your searches.
· Recognize you when you return to our Services.
The technologies we use for this automatic data collection may include:
Cookies (or browser cookies). A cookie is a small file with a unique reference code placed in the storage of your computer or device. You may refuse to accept browser cookies by activating the appropriate setting on your browser or device. However, if you select this setting, you may be unable to access certain parts of our Services. Unless you have adjusted your settings to refuse cookies, our system will issue cookies when you direct your browser or device to our Services.
Cookies may store certain information such as your IP address, operating system, device information, browser type and language, referring URLs, access times, pages viewed, links clicked, and other information about your activities or use of the Services. These are used to identify the content you view, the information you provide (so that you do not have to re-enter it each time you visit our Services), and your preferences and settings. Cookies also help us provide you with customized content, help you to navigate through our Services, allow us to learn about your visit and your use of our Services, and to market our products and services to you (both on our Services and on third-party websites) based on your interests and preferences. There are two kinds of Cookies: session Cookies and persistent Cookies. Session Cookies last for as long as your internet browser is open. Once the browser closes, the session Cookie disappears. Persistent Cookies are stored on your device for longer periods. Both types of Cookies can create an identifier that is unique to your device.
What type of Cookies does OSS Health use?  We use multiple types of Cookies to enable our Services to function properly and provide you with the best experience possible.  This includes Cookies provided by third parties, as described below.  
· Strictly Necessary Cookies are required to enable you to move around the Services and use its features. These are temporary Cookies that last only as long as your web browser or application is open and are used for technical purposes such as enabling better navigation throughout the Services. Without these Cookies, services you have asked for cannot be provided. Once you close your browser, the Cookie disappears.
· Third-party Cookies.  We also place Cookies of third parties, including but not limited to Google, Facebook, and others, in the Services that recognize your interactions with our Services and that third party’s website, content, advertisements, website links, and/or other online services. These Cookies are linked to your use of that third party’s online services. Third-party Cookies are managed by third-party service providers that also provide OSS Health with statistical or analytical information. The information collection and use practices by such third parties are described in that third party’s privacy policies and Cookies notices, not this Privacy Policy.
Other cookies used by the Services include Performance Cookies, Functional Cookies, Analytics Cookies, and Marketing Cookies.  These Cookies may also be served by third parties.
· Performance Cookies are stored on your device for longer periods and are used for various performance purposes including tracking the number of visitors to the Services and information such as the number of views a page gets, how much time a user spends on a page, and other pertinent web statistics. The collected information is collected and stored in aggregate form. These Cookies are used exclusively to improve the performance of the Services and the user experience.
· Functional Cookies enable the Services to save information which has already been entered (such as usernames, language choices, and your location), so that it can offer you improved and more personalized functions. Functional Cookies are also used to enable features you request, such as playing videos.
· Analytics Cookies are used with our web analytics services from third parties, including but not limited to Google Analytics. These services use Cookies to collect information such as IP address, device ID, browser information, geolocation, content viewed, or other similar information for the purpose of analyzing and measuring how visitors use the Services and specific functions and features.  To learn more about Google Analytics, including options for opting out and/or managing the ads you may see online please visit: https://policies.google.com/technologies/partner-sites.
· Marketing Cookies are used to deliver advertisements to you based on your interests and preferences. These Cookies are also used to collect data when you have interacted with our online advertisements. Data we collect for advertising or marketing purposes includes information such as IP address, browser type, location (approximate location or municipality, not home or street address), date and time of visit, domain type, and activity on the Services. We use and share data from these Cookies with our advertising and marketing partners that enable us to present you with advertising on other sites, or with marketing information, based on your previous interaction with our Services. These Cookies also limit the frequency with which an advertisement appears and measure the effectiveness of advertising campaigns by determining whether you have visited an advertised webpage or our Services. We may permit selected marketing partners to match and identify you using this information.	Comment by Wolgemuth, Christian: Need to confirm with OSS Health and marketing team whether they are using third-party marketing cookies as part of their advertising campaigns online.
· Analytics Provided by Hotjar.  We use Hotjar to better understand our users’ needs and to optimize this service and experience. Hotjar is a technology service that helps us better understand our users’ experience (e.g., how much time they spend on which pages, which links they choose to click, what users do and don’t like, etc.).  It allows us to visually represent where users click, move, and scroll on our Services and “replay” a user’s session after visiting our Services.  We do not use Hotjar to capture keystrokes or information entered into forms.  This type of technology enables us to build and maintain our Services with user feedback. Hotjar uses cookies and other technologies to collect data on our users’ behavior and their devices. This includes a device's IP address (processed during your session and stored in a de-identified form), device screen size, device type (unique device identifiers), browser information, geographic location (country only), and the preferred language used to display our Services. Hotjar stores this information on our behalf in a pseudonymized user profile. Hotjar is contractually forbidden to sell any of the data collected on our behalf.  For further details, please visit https://www.hotjar.com/about-us/.  You may also opt out of Hotjar’s collection of personal information by visiting Hotjar - Do Not Track.	Comment by Wolgemuth, Christian: Hotjar is still loading in the OSS Health website.
· Web Beacons. Pages of our Services and our emails may contain small electronic files known as web beacons (also referred to as clear gifs, pixel tags, and single-pixel gifs) that permit us, for example, to count users who have visited those pages or opened an email and for other related website statistics (for example, recording the popularity of certain website content and verifying system and server integrity).
· Google Analytics.  We use Google Analytics to optimize our Services based on the traffic we receive and assist with marketing. To learn more about Google Analytics, including options for opting out and/or managing the ads you may see online please visit https://policies.google.com/technologies/partner-sites. Additional information regarding online advertising is available at: https://www.networkadvertising.org/understanding-online-advertising/what-are-my-options. To learn more about targeted advertising and the choices available to you, visit Webchoices:  Digital Advertising Alliance’s Consumer Choice Tool for Web US.
Third-party use of Cookies and other tracking technologies:  Some content or applications, including advertisements, on the Services are served by third parties, including advertisers, ad networks and servers, content providers, and application providers. These third parties may use cookies alone or in conjunction with web beacons or other tracking technologies to collect information about you when you use our Services. The information they collect may be associated with your personal information or they may collect information, including personal information, about your online activities over time and across different websites and other online services. They may use this information to provide you with interest-based (behavioral) advertising or other targeted content.	Comment by Wolgemuth, Christian: We should discuss whether this is wise to include, or if we should add any other qualifying language.
We do not control these third parties' tracking technologies or how they may be used.  However, we do not permit third parties to collect protected health information from or about you to be used for their own or other parties’ advertising or tracking purposes.  If you have any questions about an advertisement or other targeted content, you should contact the responsible provider directly.	Comment by Wolgemuth, Christian: Including this to specify that PHI is not being shared via tracking or marketing tools.
Retention of Your Personal Information
Subject to our records retention policies, we retain the personal information we collect for as long as is necessary to complete the purposes for which we collect it, and for as long as we have a specific legal or regulatory requirement to do so.  The factors used to determine our retention periods include but are not limited to:
· The length of time we have an ongoing relationship with you and provide the Services to you (for example, as long as you have an active account on the Services or continue using the Services).
· Whether there is a legal obligation to which we are subject (for example, if there is a specific law or regulation that requires us to retain certain information for a particular length of time).
· Whether retention is advisable or required because of a current or future legal matter.
How We Use the Information We Collect
Subject to the terms of our Notice of Privacy Practices and the Health Insurance Portability and Accountability Act of 1996 (“HIPAA”), we may use the information we collect in the following ways, including:
· To present our Services to you and make its features and functions available for your use.
· To provide you with information or services you request from us, including personalized information.
· To communicate with you.
· To optimize your online experience.
· To provide or improve customer service.
· To conduct surveys, research, and analysis, and generate reports.
· To promote events.
· To market and advertise to you.
· To establish and manage your accounts.
· To operate, evaluate, and improve OSS Health’s services and operations.
· To carry out our obligations and enforce our rights arising from any contracts entered into between you and us, including for billing and collection.
· To monitor and analyze trends, usage, and activities in connection with our Services.
· To comply with applicable laws, regulations, and court orders.
· In any other way we may describe when you provide the information.
· For any other purpose with your consent.
How You Can Access and Correct Your Personal Information
You can review and change your personal information by logging in to the Patient Portal and visiting your personal profile page.  You may also call us directly at 1-717-848-4800.	Comment by Wolgemuth, Christian: Confirm.
We may not accommodate a request to change or delete personal information if we believe the change would violate any law or legal requirement or cause the information to be incorrect.
If you delete your user contributions from the Services, copies of your user contributions may remain viewable in cached and archived pages, or they might have been copied or stored by other users of the Services.  Proper access and use of information provided on the Services, including user contributions, is governed by our Terms and Conditions of Use.
How Your Information Is Shared
Subject to the terms of our Notice of Privacy Practices and HIPAA, we may share information we collect about you in the following ways:
· With our service providers, consultants, and vendors to maintain, improve, monitor, provide, protect, and promote our Services and any other services we may offer, and who are bound by contractual obligations to keep personal information confidential and use it only for the purposes for which we disclose it to them;	Comment by Wolgemuth, Christian: Confirm.
· With other entities that are affiliates or subsidiaries of OSS Health;
· In the course of legal proceedings or in response to legal orders or government requests, and as otherwise required by law;
· As needed to support compliance, operations, and corporate governance functions;
· In connection with a transfer of ownership or assets, a corporate reorganization, merger, acquisition, or dissolution;
· For any other purpose disclosed by us when you provide the information;
· With your consent;
· When necessary to enforce or apply our Terms and Conditions of Use and other agreements, including for billing and collection purposes; and
· When we believe disclosure is necessary or appropriate to protect the rights, property, or safety of OSS Health, our patients, or others.
We will not sell your personal information to third parties for monetary consideration, but we may share or “sell” (as that term is defined or interpreted under various state privacy laws) your personal information for other valuable consideration.  The third parties that we may share or sell your personal information to include, but are not limited to, our service providers, data analytics providers, and advertising networks.	Comment by Wolgemuth, Christian: Confirm.  And update with results from FTI.
We do not “sell” any personal information that is considered Protected Health Information under the Health Insurance Portability and Accountability Act of 1996.
If you participate on the Services by submitting responses or inputting content in public areas of the Services such as forums or reviews (“user contributions”), you should be aware that any information you choose to disclose using these services can be read, collected, and used by other users of the Services. We are not responsible for the information you choose to submit to public areas of the Services and any forums therein. Your user contributions may be searchable on the Services and some content on the Services may be public and searchable on the Internet.
Your Choices for Managing and Disabling Cookies.  You can manage or disable Cookies at any time by adjusting your browser or device settings. Refer to the settings menu of your browser or device control settings for instructions on how to change your Cookie preferences. If you choose not to receive Cookies, our Services, or portions of our Services, may not function properly or be available to you.
You may also manage and disable Cookies placed by third parties listed above by following the instructions provided by those third parties in their Cookie policies and notices. You can find out how to do this, and find more information about Cookies, at www.allaboutcookies.org. To learn more about the use of Cookies by Google for analytics and to exercise choice regarding those Cookies, please visit the Google Analytics Opt-out Browser Add-on page at https://tools.google.com/dlpage/gaoptout. For information about cookies used by other third parties, visit:
Microsoft: https://privacy.microsoft.com/en-us/privacystatement 
Facebook: https://www.facebook.com/help/568137493302217 
Google: https://policies.google.com/technologies/cookies?hl=en-US 
Hotjar: https://www.hotjar.com/about-us/
You also may be able to opt-out from having certain of our third-party marketing partners use Cookies on our online services to collect data for marketing purposes. Some of these advertising partners are members of the Network Advertising Initiative ("NAI”). To remove yourself from some or all NAI member advertising programs as further described in the NAI Opt-Out Page, please visit https://optout.networkadvertising.org, and follow the relevant instructions. Please note that if you delete, block, or otherwise restrict Cookies on your computer, or if you use a different computer or Internet browser, you may need to renew your NAI opt-out choice.
Third Party Website Links
The Services contains links to other sites. OSS Health does not endorse, approve, review, certify, or control these other websites, and we do not guarantee the accuracy, completeness, efficacy, or timeliness of the information contained on third-party sites.  OSS Health is not responsible for the privacy practices or content of such websites. Any information you provide to one of these other websites will be governed by the privacy policy of that website. We therefore strongly recommend that you refer to each website’s privacy policy before giving out any personal information on that site.
Data Security
We have implemented measures designed to secure your personal information from accidental loss and from unauthorized access, use, alteration, and disclosure. All information you provide to us is stored on our secure servers behind firewalls. Any payment transactions will be encrypted.
The safety and security of your information also depends on you. Where we have given you (or where you have chosen) a password for access to certain parts of our Services, you are responsible for keeping this password confidential. We ask you not to share your password with anyone. We urge you to be careful about giving out information in public areas of the Services. The information you share in public areas may be viewed by any user of the Services.
Unfortunately, the transmission of information via the internet is not completely secure. Although we do our best to protect your personal information, we cannot guarantee the security of your personal information transmitted to our Services. Any transmission of personal information is at your own risk. We are not responsible for circumvention of any privacy settings or security measures contained on the Services.
Children Under the Age of 18
Our Services are not intended for children under 18 years of age without parental or guardian supervision. No one under age 18 may provide any personal information or medical information of any kind to or on the Services except under the supervision and guidance of a parent or legal guardian. We do not knowingly collect personal information from children under 18. If you are under 18, do not use or provide any information on the Services or through any of its features, register on the Services, make any purchases or payments through the Services, use any of the interactive or public comment features of the Services, or provide any information about yourself to us, including your name, address, telephone number, email address, medical information, or any screen name or username you may use except as directed by and under the supervision of your parent or guardian. If we learn we have collected or received personal information from a child under 18 without verification of parental consent, we will delete that information. If you believe we might have any information from or about a child under 18, please contact us at info@osshealth.com.
Changes to our Privacy Policy
We will post any changes we make to our Privacy Policy on this page with a notice that the Privacy Policy has been updated on the Services home page. Consistent with our Notice of Privacy Practices, if we make material changes to how we treat our users' personal information, we will notify you by email to the primary email address that we have on file for you and through a notice on the Services home page. The date the Privacy Policy was last revised is identified at the top of the page. You are responsible for ensuring we have an up-to-date active and deliverable email address for you, and for periodically visiting our Services and this Privacy Policy to check for any changes.
Contact Us
If you have any other questions or concerns regarding this Privacy Policy, or any other aspect of our Services, you may contact us online at https://osshealth.com/contact-us, via email at info@osshealth.com, or over the phone at 1-717-848-4800.

